Why should | stay up at night worrying
about buffer overflows?
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- VC3 Background
A Founded in 1994, we aelebrating our 16th yeaassisting

organizations with their IT needs.

Headquartered in Columbia, SC with branches in Atlanta anc
Raleigh.

Relationships witlover 100 Cities and 200 Companies.
Technology Partner
Municipal Association of SC (MAS(
Technology Partner

NC League of Municipalities (NCLM) NCIE)F‘A&%QE

Member

Municipal Association of South Caroling™

Consortium for Enterprise Systems Management (CE¢ " rorenersese S

SYSTEMS MANAGEMENT
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- About VE8
alial, Cisco Premier Partner

CISCO
PARTNER Specializations in IPT/UC, Security, & Wireless

Microsoft: Microsoft Gold Partner

GOLD CERTIFIED

Certified in Custom Development Solutions

Nsws.  Dell Enterprise Architecture Certified Partner

CiTRIX partner Citrix Silver Solutions Advisor

Silver
Solution Advisor

enterprise

3 vmware | parrner VMware Enterprise Partner

) symantec.  Symantec Partner
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The Problem
A Security Is hard and constantly changing.
A Securitytools are expensive.
A Compliance, HIPAA, PCI, etc. are complicated.
A Staffing security personnel is difficult.

A Security Is not a core competen
IN Most businesses.
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Stafflng

Einstein issue
A Can you determine if you have a qualified
security person?

Hiring vs. Growing your own staff

A Expensivaand difficultto find qualified security people
They get bored quickly and seek new challenges.

A Growing internal staff requires training after which they
become expensive.

Redundancy
A2 AUOK 2yftée 2yS aSOdzNRGe
coverage.
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- Core Competency

What do you make, provide, or sell?
A Is It security staff?

How do youmeasure and rate your sta#

A CertificationsWhich ones are important?

A CISSP, SANS, CEH, Cisco, Juniper, Microsoft, GIA
RSA, Checkpoint, BNS, Security +, SCNA, CISA, ¢

A Interview and rating:

ADo you know the difference betwee
containing adDO3and pwn newb ?
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- Security Tools

Firewalls
A Are theyworking correctly?

IPS/IDS LW
A Just what does IGMP spoofing detected mean?

SIMS
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Number 1 Issue for Securlty Devices
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security devices.
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be able to telnet into the

accesdist is there, but it has
l'{nnn FTNRBRY K2

always been there so it must be
AYLIZ2 NI yO e
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guest wireless Us€ers access 0
place to make the core switch via telnet and

LINE 2S00 2 NI 6 2 NdpdRé

Assess | Improve | Manage




