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Business Recovery Solution

1. Iƻǿ ǿƻǳƭŘ ŀ ŘƛǎŀǎǘŜǊ ƛƳǇŀŎǘ ȅƻǳǊ ƳǳƴƛŎƛǇŀƭƛǘȅΧΦǇƘȅǎƛŎŀƭƭȅΣ 
socially, politically, and economically?

2. Where and how would employees work if their facilities were 
non-accessible?

3. How quickly can you restore your IT infrastructure and re-
enable critical business functions?



The Cold Hard Facts

Á25% of businesses will experience a significant crisis in a 
given year
ÁOngoing financial losses

ÁReputation of business is damaged

ÁRegulatory and/or legal sanctions
ÁThose with no emergency plan, 43% never reopen

ÁMany major disasters were non-natural
Á42% power failure

Á32% hardware failure

Á21% network failure

Source: Association of Small Business Development Centers



Disaster Recovery vs. Business Continuity

ÁDisaster ςDisruption to organization
resulting in loss of data, personnel,
business, or time

ÁBusiness Continuity - Resumption                                                  
and recovery of business activities to pre-disaster state

ÁBusiness Continuity Plan ςComprehensive written plan to 
maintain or resume business in the event of a disruption

ÁDisaster Recovery Plan - Document that defines resources, 
actions, tasks and datarequired to manage IT operations in 
the event of a disruption



Key Questions:  Disrupted Services

ÁOn your municipality?
ÁHow will you process payment checks?

Á/ŀƴ ȅƻǳ ŎƻƭƭŜŎǘ ǘŀȄŜǎΧǎŜƴŘ ǳǘƛƭƛǘȅ ōƛƭƭǎΚ

ÁCan you pay your employees? 

ÁWill you have access to critical records, GIS maps, etc.

ÁWhat are the re-construction costs?

ÁOn your citizens?
ÁAre they constantly informed?

ÁCan you provide them key services?

ÁAre they able to conduct their business?

What is the potential impact, physically, socially, politically, and 
economically, of a disruption?



Á²ƘƛŎƘ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ άŎǊƛǘƛŎŀƭέ ǾŜǊǎǳǎ άǎǳǇǇƻǊǘƛǾŜέΚ 
ÁFinancial

ÁPolice

ÁFire

ÁCourt

ÁHow long could you operate without providing these critical 
applications?

Key Questions:  Applications



Key Questions: Facilities

ÁWhere and how would employees work if facilities were non-
accessible?
ÁPartner city or organization?

ÁHotel?

ÁHouse?

Á²Ƙƻ ŀǊŜ άŜǎǎŜƴǘƛŀƭέ ǇŜǊǎƻƴƴŜƭ ŀƴŘ Ƙƻǿ ǿƻǳƭŘ ȅƻǳ ƻǇŜǊŀǘŜ 
without them (temporarily or long term)?
ÁDepartment heads?

ÁStaff?

ÁContractors?



Key Questions: Employees & Citizens

ÁDo you know who needs to be notified?
Á9ƳǇƭƻȅŜŜǎΣ /ǳǎǘƻƳŜǊǎΣ ±ŜƴŘƻǊǎΣ {ǳǇǇƭƛŜǊǎΣ aŜŘƛŀΧ

Á²Ƙƻ ƛǎ ƎƻƛƴƎ ǘƻ Řƻ ƛǘΧǳǎƛƴƎ ǿƘŀǘ ƳŜǘƘƻŘǎΚ
Á/ŀƭƭƛƴƎ άǘǊŜŜέΣ ǿŜōǎƛǘŜΣ ŜƳŀƛƭΣ ƳŜŘƛŀΣ ŎŜƭƭ ǇƘƻƴŜǎΣ ŘƻƻǊ-to-ŘƻƻǊΧ

ÁWho is available to help during a disruption?
Á{ǘŀŦŦΣ /ƻƴǘǊŀŎǘƻǊǎΣ /ƛǘƛȊŜƴǎΣ DƻǾŜǊƴƳŜƴǘ !ƎŜƴŎƛŜǎΧ



Key Questions: IT Environment

Á Is your environment currently at risk?
ÁServer room environment

ÁPhysical security

ÁEquipment monitoring

ÁEnvironment hazards

ÁDo you have an equipment inventory?

ÁDo you have an equipment replacement plan?
ÁHow much will it cost?

ÁHow long to restore services?

How will you replace your equipment and resume IT and 
network services?



Business Continuity Plan

Plan Development

ÁRisks

ÁAssess Existing Procedures

ÁDowntime Procedures & Requirements

ÁFacility Requirements

ÁEquipment Requirements

ÁPersonnel Requirements

Written Plan to Resume Business in the Event of Disaster 
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Plan Contents 

ÁQuick reference information

ÁEmergency Management Team/Call Tree

ÁAlternate Work Site/Emergency Operation Center

ÁBusiness Recovery Actions

ÁMedia Plan

ÁDamage Assessment Procedures

ÁIT DR Plan/Procedures

Business Continuity Plan


