What Does Your Full Business
Recovery Solution Look Like?

Dale Graver, VC3




- ‘Business Recovery Solution

1.

| 26 ¢2dzf R I RA&AlIFI&AGSNI AYLI O
socially, politically, and economically?

. Where and how would employees work if their facilities were

non-accessible?

. How quickly can you restore your IT infrastructure and re

enable critical business functions?
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. The Cold Hard Facts -

A 25% of businesses will experience a significant crisis in a
given year
A Ongoing financial losses
A Reputation of business is damaged

A Regulatory and/or legal sanctions
A Those with no emergency plaf3% never reopen

A Many major disasters were namatural
A 42% power failure
A 32% hardware failure
A 21% network failure

Source: Association of Small Business Development Centers Assess | Improve | Manage




resulting in los®f data, personnel,
business, or time

A Business Continuity Resumption
andrecovery of business activities to pdﬁaster state

A Business Continuity PlagComprehensivevritten planto
maintain orresume businesm the event of a disruption

\ Disaster Recovery PlarDocument thatdefines resources,
actions, tasks and dataquired to manage IT operations Iin
the event of a disruption
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Key Questions:Disrupted-Services

What is the potential impact, physically, socially, politically, and
economically, of a disruption?

A On your municipality?
A How will you process payment checks?
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A Can you pay your employees?
A Will you have access to critical records, GIS maps, etc.
A What are the reconstruction costs?
A On your citizens?
A Are they constantly informed?
A Can you provide them key services?
A Are they able to conduct their business?
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KeyQuestions: Applications "~ "
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A Financial
A Police
A Fire
A Court
A How long could you operate without providing these critical
applications?
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. Key QuestlonsFacmtles

A Where and how would employees work if facilities were nion
accessible?
A Partner city or organization?
A Hotel?
A House?
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without them (temporarily or long term)?
A Department heads?
A Staff?
A Contractors?
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Key QuestlonsEmponees & Citizens

A Do you know who needs to be notified?
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A Who is available to help during a disruption?
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Key QuestlonstT Environment

How will you replace your equipment and resume IT and
network services?

A Is your environment currently at risk
A Server room environment
A Physical security
A Equipment monitoring

A Environment hazards
A Do you have an equipment inventory?

A Do you have an equipment replacement plan?
A How much will it cost?
A How long to restore services?
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Business Confinuity Plan

Written Plan to Resume Business in the Event of Disaster

Plan Development

A Risks

A Assess Existing Procedures

A Downtime Procedures & Requirements
A Facility Requirements
A Equipment Requirements

A Personnel Requirements
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Business Continuity Plan

Plan Contents

A Quick reference information

A Emergency Management Team/Call Tree

A Alternate Work Site/Emergency Operation Center

A Business Recovery Actions
A Media Plan

A Damage Assessment Procedures
A IT DR Plan/Procedures

Assess | Improve | Manage




