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Technology alone won’t protect towns and cities. Clear, detailed policies document 

important rules, procedures, and guidelines to help you comply with federal, state, 

and local laws. 

So, what kinds of policies do you need? Generally, they will fall into two main areas. 

General Controls 

The key here is that your municipality’s technology works properly and correctly 

while complying with the law. Overall, it helps to create an operational policy and 

procedure manual for your information systems that accounts for: 

• Contract / Vendor Management: Your policy should require clear, 

consistent contracts with all vendors along with procedures to enforce and 

review contracts on a regular basis. 

• Network Security: This policy should address all information security risks 

through your network and how your city mitigates those risks such as through 

monitoring, antivirus software, restricting user behavior, and procedures in 

case a security incident occurs. 

• Wireless Network Security: The policy should specifically address wireless 

security related to employee laptops and mobile devices. 

• Physical Access Security: Your physical access security policy will define who 

has authorized physical access to equipment and how they access it. 

• Logical Access Security: This specific policy ensures that only authorized 

people have electronic access to your city’s information. 

• Disaster Recovery / Business Continuity: This policy describes what 

happens in the event of a disaster (from a server failure to a major disaster 

like a tornado or ransomware) and how you plan on continuing to access your 

city’s electronic information after such a disaster. 
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Application Controls 

Municipalities need to make sure that 

applications such as accounting 

software correctly receives, stores, 

and delivers the right data. In addition 

to general controls, this guide will 

also touch on policies related to 

application controls that include data 

input, data processing, data output, 

and security. 

We’ve modeled the structure of this guide after the Arkansas Legislative Audit, but 

it’s a good idea for all towns and cities to adopt policies like these. They cover the 

essentials of information systems and greatly help reduce risk and liability. Plus, such 

documentation leads to a much more well-run IT department and addresses the risk 

of resource continuity as transitions occur (such as IT staff retiring or a new IT vendor 

getting hired). 

Let’s dig into each one of these areas. 
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Contract / Vendor Management 

In the midst of worrying about cybersecurity threats from viruses and hackers, it’s 

easy to overlook security risks from the way you manage vendors and contracts. 

You think, “Hey, I’m paying legitimate businesses to oversee my IT needs—and I’ve 

got a contract with them. What’s the worry?” 

There’s plenty of worry, actually—especially if you haven’t evaluated your vendors 

or vendor management process in a while. Here are some tips and best practices to 

help you shore up this overlooked security risk. 

1. Perform a vendor inventory. 

It’s good to collect and centralize as much information about your vendors as you 

can. Make sure you’re clear on: 

• Who your vendors are. 

• What services those vendors 

provide. (Look for vendors that 

provide duplicate services.) 

• Where those vendors operate. 

• Total cost, frequency of payment, 

and predictable/unpredictable 

billing. 

• Contracts, support agreements, and 

warranties. 

Just performing a simple inventory may surprise you. For example, you may find 

that a vendor is wildly unpredictable in their monthly billing or that a certain vendor 

hasn’t been living up to a support agreement. 
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2. Review all contracts. 

This may seem like an obvious best practice, but many aspects of contract review 

are often neglected in organizations. A contract should clearly spell out: 

• Products and services to be delivered. 

• Monthly fees, including annual maintenance costs or annual increases. 

• Requirements for any technology-related project. 

• How a product customized to your city specifically helps solve a business 

problem. 

• Support that’s included in the price. 

If you haven’t reviewed existing contracts in a long time, then take time to go 

through them. Look for gaps between what the contract says and the services you’re 

receiving. From this point forward, make sure (in addition to your city attorney) that 

you have a business stakeholder and an experienced technology professional 

evaluate all new vendor contracts. 

3. Renegotiate contracts, if possible. 

After reviewing your contracts, you may notice some anomalies. Perhaps you’re 

getting overcharged for a service. Maybe one vendor hasn’t upgraded their software 

or service model for many years. If you have doubts about any particular service, 

take steps to address the concerns with the vendor. If unresolved, then shop around. 

You may find that a cheaper 

and/or higher quality service 

exists that would benefit your 

city. If you still want to keep a 

vendor, then you may be able to 

leverage market knowledge to 

renegotiate your pricing or get 

the vendor to provide more 

services. 
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4. Overhaul your vendor evaluation process. 

We wrote a blog post about IT procurement a few years ago that covers the 

following best practices: 

• Spend time defining what you need. (Also 

known as “requirements.”) 

• Shop around and know your industry. 

(This helps you benchmark pricing and 

services.) 

• Know your government pricing. (No need 

to pay full price, right?) 

• Don’t just settle on lowest price. (Many cities still evaluate IT in terms of pure 

cost, which is a big mistake.) 

• Look out for indirect costs. (For example, some vendors claim to provide 24/7 

support or an easy installation—but the fine print says otherwise.)  

During the selection process, follow a series of steps that help you select the best 

vendor. Business stakeholders and IT professionals need to work together to 

evaluate all aspects of a vendor for business stability, client references, ability to 

deliver quality services, relevancy of the solution, and pricing. Bad vendors can lead 

to unseen security risks as well as very visible performance issues such as delayed 

responses and recurring issues. 

5. Hire IT professionals to manage vendors. 

Once vendors are vetted, paid, and serving you, 

you need a third party with a deep knowledge of 

information technology to oversee vendors. 

Busy, non-technical city staff can easily overlook 

issues with vendors such as security concerns, performance problems, and 

adherence to a contract. And even the best technology vendors often have difficulty 

working with non-technical staff about major issues. IT professionals will be able to 

communicate with vendors more efficiently while also warding off major problems 

and security risks. 

By following these steps, you will make a lot of progress toward eliminating the risk 

of promises made but not kept related to vendors and their contracts. Going 

through these steps is also a great exercise in becoming more transparent, finding 

potential cost savings, and ensuring higher quality services at your city.  
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Network Security 

To understand the importance of network security, imagine your technology like it’s 

city hall. Inside city hall, you have people, offices, hallways, and assets like furniture, 

office supplies, and computers. To gain access to the inside, parts of city hall may 

be open to the public—like the unlocked front door from 9-to-5. Other parts may 

be off-limits directly (such as a locked door) or indirectly (such as a security officer 

or a sign that says “keep out”). 

Depending on your security setup, unauthorized people may or may not have 

access to sensitive information within city hall. Network security works similarly by 

preventing unauthorized electronic access to your sensitive information. 

First, to understand your network better we’ll define some terms that you may have 

heard your IT staff or vendor mention to you. 

• Computers and servers: Your city’s computers and 

servers are the most well-known, visible part of your 

network. They are the machines that connect users to their 

applications and the internet. 

• Switch: When your city has many computers and 

servers, a switch is like a “Grand Central Station” for your 

network. Like a busy airport directing flights, a switch 

directs information and data in an efficient way to each 

computer and server. 

• Router: Your city might have multiple networks. For example, city hall may 

have one network with its own computers, servers, and switches. The police 

department may have its own separate network. A router helps these different 

networks communicate with one another as well as connect your networks to 

an additional global network—the internet. 

• Cables: Cables are the wiring that connects all these devices together. 

• Firewall: Probably the most important part of your network, a firewall is like 

your locked doors at city hall. When internet information from the outside 

tries to enter your city’s network, your firewall decides which information to 

let in and which information to keep out. 

Altogether, your network needs to have the right, properly functioning and 

configured equipment to keep you secure. Here’s how to get your network security 

optimized for your city. 
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1. Perform a network security assessment. 

To assess your network security, you need to first identify everything that makes up 

your network—computers, servers, switches, routers, firewalls, etc. This assessment 

should include non-technical insights (such as information gaps about what’s on 

your network) and technical insights (like scans for security vulnerabilities on 

existing equipment). Overall, you’re looking for any security holes that could open 

you up to an incident. And know that the threats to consider are not just external 

threats such as a cyberattack but also internal threats such as a disgruntled 

employee. 

2. Lock down access points to your network. 

Just as there are many ways to enter city hall (some legal and some illegal), there 

are also many ways to access your network. You’re essentially looking to add locks 

to any unlocked doors that you discovered in your network security assessment. 

Examples of locking down access points include: 

• Configuring your firewall properly in 

order to restrict information coming into 

your network. 

• Preventing people from using 

unauthorized external devices (like a 

flash drive) on your network so that they 

don’t introduce a virus or commit a data 

incident. 

• Restricting how employees, vendors, and 

other third parties remotely access your 

network—whether through a virtual private network (VPN) or another kind of 

remote access software. 

3. Set up and configure your network devices properly. 

Improper network device configuration (such as using default settings or creating 

weak passwords) can leave your city open to security risks. For example, a firewall 

contains many ports (or doors) that open your network to the outside world. If you 

leave certain ports open, you could be introducing major security risks—similar to 

leaving a city hall door open at night. Even switches and routers can become security 

risks if improperly configured. Make sure you have trained IT professionals set up 

and configure your network devices. 
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4. Continually monitor your network. 

Ideally, a combination of automated software and trained IT professionals are 

needed to monitor your network 24/7/365. Hackers and other unauthorized users 

are always a threat to any network—no matter how “insignificant” you feel your 

network looks to an 

outsider. Any city is a ripe 

target for hackers. When 

monitoring network 

security, your IT staff or 

vendor will look for 

suspicious activity, signs 

of outside hacking or 

cyberattacks, and security 

vulnerabilities in your 

network. 

 

 

5. Create a documented network security policy. 

While it’s great to solidify a lot of the technical underpinnings of your network, you 

also need to create policies that document both technical and non-technical 

network security requirements. That may include quality control related to network 

hardware (such as modernizing equipment on a regular schedule), requirements 

pertaining to authorized users and remote access, and both proactive monitoring 

and testing of your network to eliminate as many security threats as possible. 
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Wireless Network Security 

It’s not uncommon to see a city overlook the importance of wireless security. Partly, 

that’s because it’s easy to treat wireless devices like how you would set them up at 

home—buy a wireless router, unbox it, plug it in, power it on, connect your devices, 

and go. 

Not surprisingly, technology audits often show that cities have open wireless access 

points that make it easy for hackers to access a city’s network. If wireless devices are 

not configured, secured, and properly monitored and maintained by IT 

professionals, then they can pose major security risks for cities. 

When considering a wireless security policy, you need to account for the following 

elements. 

1. Secure and lock down all wireless devices. 

You’re not a home or a small coffee shop. 

You’re a city. People shouldn’t be able to 

hop onto your wireless network without a 

password and start getting on the internet. 

In fact, no unauthorized user should have 

access to your city’s wireless network. At 

the very least, you need to: 

• Set strong, complex passwords or 

passphrases for all wireless access 

users (including administrators). 

• Ensure that all wireless users are known and authorized. 

2. Remove physical wireless access hardware from the public or unauthorized 

employees. 

A citizen visiting city hall or an unauthorized employee wandering through a hallway 

should not have access to a city’s wireless device. Yet, many cities often have 

wireless access points sitting in the open. These devices are easy to steal, damage, 

or reconfigure. To remain safe, any physical wireless hardware needs to be secured 

(such as in a locked room or a cabinet accessed only by a key or key fob) similar to 

how you would secure servers or your network infrastructure devices. 

         A 
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3. Apply patches and upgrades to wireless devices. 

Wireless hardware runs on software that needs to get regularly updated with 

patches and upgrades. Bugs, security holes, and performance issues get fixed by 

these patches and upgrades. If your city hasn’t applied these updates in a while, 

then that is a priority in order to get these wireless devices as secure as possible. 

Ongoing wireless patching and upgrading should then become a regular part of 

your technology maintenance. 

4. Use appropriate wireless hardware and configure it properly. 

Assess and create an inventory of your existing wireless devices. What kind of 

equipment are you using? If it’s consumer-grade, then you’re at a big disadvantage. 

Business-class wireless hardware is more secure, provides better coverage 

throughout your buildings, and better grows along with your city if you need to add 

more users. Your wireless hardware should be business-class hardware with 

configuration performed by IT professionals. 

5. Monitor and maintain your wireless network for security access incidents. 

As part of monitoring and maintaining your network 

infrastructure, you need to also monitor and 

maintain your wireless network. Activities include: 

• Watching for hacking and unauthorized 

access attempts. 

• Monitoring wireless data usage and network 

traffic to proactively identify internet access 

issues. 

• Applying security patches and software 

upgrades. 

• Ensuring compliance with legal and technical security standards. 

• Enforcing security policies and applying best practices. 

With a strong wireless security policy that applies the best practices above, you’ll 

shore up this often weak security hole at your city. Wireless access is a convenient, 

efficient way for employees to access the internet. Make sure that this access 

remains safe and secure. 
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Physical Access Security 

In the world of bits and bytes, the act of stopping hackers and preventing 

unauthorized access to data can seem like the highest information security priority. 

But the physical security of electronic information is just as important—and often 

overlooked. It’s not uncommon for organizations to spend lots of time on 

information security only to leave rooms with servers and workstations unlocked—

allowing anyone to wander inside. 

Any city—even a smaller city—needs physical security for its onsite technology. 

Don’t make it too easy for a disgruntled employee or member of the public to 

damage or access information from a server or computer. Your liability greatly 

increases when you lack good physical security for your technology. 

So what do you need to do? Physically lock down and prevent unauthorized access 

to your technology through the following best practices. 

1. Prevent access to any rooms with machines that hold sensitive information. 

In many cases, this will be a room with servers that contains some of your city’s most 

critical information. You need to house any machines with sensitive data in a locked 

room. For example, that means not housing servers in an office where employees 

sit at their desks. Employees should only access a server room through some kind 

of barrier (or locked door) via a key, key fob, or key card. 
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2. Control and oversee access to these rooms. 

Only authorized people should access any rooms with servers or other sensitive 

electronic information. Create clear policies that outline which employees, 

contractors, vendors, and visitors access these rooms. You also need policies about 

how you terminate access so that ex-employees or former contractors can’t 

continue to enter these rooms. 

3. Reconfigure physical access if you suspect a possible security weakness. 

We all make mistakes. But with physical security mistakes, you need policies that 

mitigate risks from any possible data incidents. Let’s say someone misplaces a key 

fob and it might get into unauthorized hands. Your policy may outline procedures 

for deactivating the lost key fob, which is much quicker and easier than changing 

the locks on a door. 

4. Create additional procedures to monitor physical access. 

In addition to controlling how people enter and exit rooms containing sensitive 

technology, think about the following physical access procedures: 

• Sign in and sign out: Know who enters your technology rooms by having 

everyone sign in and identify themselves. Key fobs and electronic keycards 

can manage this process by logging as access is granted. 

• Escort visitors: Do not let a visitor—such as a contractor or vendor—wander 

around your buildings without an escort. They are not employees and they 

need to be monitored. You may handle visitors differently depending on their 

role (such as a one-time visitor versus a long-time trusted vendor), but you 

need an escort policy for each kind of visitor. 

• Install security cameras: Security cameras are more of a reactive security 

device, but they help provide 

information and evidence in case of 

a physical security threat or incident. 

If it’s unclear how a physical 

compromise occurred or if a person 

disputes an incident, security camera 

footage can help provide answers. 
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5. Mitigate data incidents, sabotage, and disasters with physical security 

protections. 

In case of a disaster, you want to have important physical 

security protections in place such as: 

• Data backup and disaster recovery: In case of server 

failure, deleted information, or physical damage to 

equipment, a data backup and disaster recovery 

solution will ensure you don’t lose any sensitive data. 

• Fire suppression: This includes smoke detectors and 

sprinkler systems. 

• Anti-flood prevention: Consider locating server 

rooms in places where it’s likely not to flood. Avoid 

basements or rooms located near low ground, and 

raise servers off the ground. Technology also exists to 

detect the presence of water within your building. 

• Redundant power supply: In case of a power outage, 

your technology should shift to backup power so that 

it keeps running or has time to safely shut down. 

Taken as a whole, these best practices will lock down your 

technology and make it difficult for a physical data breach to 

occur. Plus, these best practices also help with non-human 

disasters such as fire, flooding, or power outages. 
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Logical Access Security 

With physical security, you’re physically preventing people from accessing 

equipment that stores sensitive information. With logical security, you’re 

electronically preventing people from accessing sensitive information. In other 

words, logical access security is all about the security of information accessed 100% 

in the digital “cyberworld.” 

Like physical security, you lock bits and bytes behind “doors” that users—meaning 

user accounts—either can or can’t access. So how do you lock your electronic 

information down? Here are four important areas where you can start. 

1. Setting a Strong Password Policy 

Most people access electronic information through 

user accounts that are password protected. Just 

think about what you access every day with a 

password: your email, your software applications, 

or your online website applications. Unfortunately, 

too many organizations have extremely weak 

password policies that leave the door open to 

hackers and unauthorized access. 

You need a password policy that includes: 

• Strong password requirements: Studies show that many people at 

organizations still use simple, easy-to-hack passwords. You need to use long 

passwords (such as passphrases) or complex passwords consisting of a mix of 

letters, numbers, and special characters. 

• Regularly changing passwords. People shouldn’t use the same password 

for years and years. Set a policy that forces users to change their password 

on a semi-regular basis (such as once a quarter). Also make sure that users 

create new passwords each time—instead of just flipping back and forth 

between two passwords. 

• Locking out users when they (or someone) makes multiple, incorrect 

log-in attempts. This is to protect a user’s account in case a hacker attempts 

to crack a password. For example, after three failed log-in attempts an 

authorized user may get locked out for a period of time or even be required 

to contact an administrator before they are unlocked.
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2. Including Two Factor Authentication (2FA) 

Two Factor Authentication (2FA) is the practice of using two methods to verify a 

user’s identify before granting them access to an application. For example, an 

employee may enter their username and password (something they know) as the 

first factor. Then, they may receive a notification through text/SMS or an app on 

their phone (something they have) as the second factor in order to complete the 

sign-in process. When adding 2FA to your logical access security policy, two 

questions that need answering include: 

• Will an employee use text/SMS or an authentication app? 

• Will an employee use a mobile device owned by them, a city-owned mobile 

device, or another device? 

3. Monitoring and Controlling User Accounts 

At the IT administration level, you need experienced internal staff or a vendor to 

manage and monitor user accounts. It’s at the administrative level that IT 

professionals—following your city’s policies—will assign new user accounts, make 

changes to user accounts (such as assigning new passwords or updating access 

privileges), deactivate user accounts, and watch for any unauthorized user access. If 

no one performs this monitoring and maintenance on a regular basis, then you risk 

unauthorized users (such as ex-employees) using your systems and accessing 

sensitive information. 

4. Requiring Timeouts 

No, we don’t mean making an employee sit in the corner! Timeouts are when a 

computer desktop locks after a period of time (such as 15 minutes) as a result of 

policies that protect against unauthorized access. This requirement especially helps 

with computer security in an office where someone could easily sit at another 

person’s computer and steal information.  
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Disaster Recovery / Business Continuity 

What happens when the worst happens? As an important city policy that should not 

be neglected, disaster recovery is a part of your business continuity policy and it 

outlines how to recover electronic data after a catastrophe. Because cities cannot 

predict when a disaster such as a fire, flooding, tornado, or ransomware will occur, 

it’s essential that a disaster recovery plan is in place. 

So, what do you need to cover in your policy? Here are five essential elements to 

help get you started. 

1. Risk Assessment 

Each city’s data volume and priorities may be different. It helps your policy if you 

outline risks specific to your city such as: 

• Data loss: What happens if you permanently lose city data? Some city 

departments may be able to take a greater hit more than others, but some 

data is mission critical. Just imagine losing utility customer billing records, 

information about cemetery plots, police video records associated with an 

active case currently under investigation, or emails about city business subject 

to an active Open Records Request. 

• Downtime: Even if you back up your 

electronic data, some data needs to be up 

and running much sooner than other data. 

For each type of data, ask yourself how long 

you can be down? For example, you will 

likely want to restore public safety data 

before you restore your cultural events data. 

• Costs: After a disaster, another way to look 

at risks involves examining costs. You may look at the costs (such as fines or 

lawsuits) related to losing critical data subject to Open Records Requests or 

police video records needed as evidence in active cases or trials. Or, you may 

look at painful costs related to losing customer payment data related to taxes 

or utilities. 
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2. Planning 

This is probably the most important aspect of your disaster recovery and business 

continuity policy. What exactly will you do when a disaster strikes? You will want to 

outline: 

• How you will get your technology up and running—from your most basic 

operating systems to your most critical applications. 

• Which data you will restore, in what order. This gives your IT staff or vendor 

a sequence of data to restore that they will follow to make sure your most 

critical systems get recovered first. 

• Contingency plans while data is inaccessible. While your city doesn’t have 

access to data, what will you do? Depending on the type of data, you may 

need to manually capture data for a period of time until systems are back up. 

Then, you may need to input that data into your systems once they are back 

online in order to make sure you are up-to-date. 

3. Responsibilities 

In other words, who will do what? You have multiple people who need to be clear 

about their responsibilities. Focusing on roles, processes, documentation, and a plan 

helps everyone become aware of their responsibilities. And you must prepare for 

the worst because, sadly, not everyone may make it through a disaster event. 

• Business decision makers: City managers, city clerks, police chiefs, 

department heads, and elected officials may all make important decisions 

about restoring and accessing data in the wake of a disaster. 

• IT staff and/or vendors. Clarifying ahead of time what your hired IT 

professionals will do after a disaster will help them jump into action 

immediately. They need empowerment and a clear plan in order to best help. 

Staff and vendors also need to know how they will coordinate together. 

• Non-technical roles: This includes any non-technical stakeholders with a 

critical role in helping recover, restore, access, and operate systems during 

and after a disaster. 
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4. Storage 

Any sound disaster recovery plan needs onsite and offsite data backup storage 

capabilities. 

• Onsite data backup storage: For small disasters like a server failure, frequent 

backups with an onsite data backup service will help cities recover data 

quickly. 

• Offsite data backup storage: Most important after a serious disaster that 

takes out buildings housing your onsite data, your offsite data backup storage 

is the way you recover that data. Offsite data backup doesn’t mean storing 

that data down the block or even within your county. Your policy should 

include a requirement that your data is stored far from your geographical 

location. 

5. Testing and Monitoring 

Don’t be the city that sets up a wonderful data backup and disaster recovery 

solution—and then never test it. How do you know it will work? Your policy should 

include regular testing. Quarterly is ideal, but annual should be an absolute 

minimum. IT professionals should also regularly monitor your data backups to look 

for problems, errors, and data corruption. 

 

Reviewing these elements will help you assess your potential need to upgrade and 

modernize your data backup and disaster recovery solution. Common weak areas 

usually include no offsite data backup, manual (instead of automated) data backups, 

untested data backups, and a lack of IT professionals overseeing data backup. When 

creating a policy, make sure you can carry out the most important aspects of 

effective disaster recovery and business continuity. 
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Data Input, Processing, and Output 

For applications, risks related to data input, processing, and output boil down to 

user permissions, accurate logging, software updates, and process controls. Think 

about what could go wrong if these risks are not addressed. 

• A user gains access to an application, with the ability 

to view and change data. 

• Someone hacks into your application to steal data, but 

you have no logging data to show how or when someone 

accessed your application. 

• Your application gets infected with ransomware 

because you didn’t update your software. Your data is 

now encrypted, corrupted, and inaccessible. 

 

The Arkansas Division of Legislative Audit reports that “data integrity” is the number 

one information security issue found in the audits they performed. They define data 

integrity as the “ability of employees to change receipt or disbursement information 

after issuance or to edit or delete records without proper approval.” 

Cities can struggle with data integrity issues when there is direct data access instead 

of enforced controls. Let’s look at a few ways to assess, fix, and overcome some 

common data integrity issues related to input, processing, and output. 

1. Set appropriate user permissions in the application. 

Ensure your applications have the proper 

security access controls in place to allow you to 

set user permissions at the role level and 

possibly the feature level. For example, an 

employee who is not authorized to cut checks 

as part of their role should not have a feature 

level permission to print checks in the 

application. Any system that allows a user at any 

authorization level to make changes presents a great risk. 
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Also, when data output gets seen or delivered to a person—whether city staff 

looking at a paper report or a citizen using your city’s website—that data must not 

reveal confidential information. For example, it should never be possible to see 

confidential data online with only a few data inputs. Or, personnel records should 

not be made available in a paper report that may get passed around to 

unauthorized people. Place controls over who sees outputted data. 

2. Implement accurate logging. 

At your municipality, it’s important to focus on two kinds of logging for auditing 

purposes. 

Transaction logging 

Transaction logs record all electronic information about transactions that take place 

within an application and they allow multiple steps to be completed as one unit. 

Here is a simple transaction logging example: 

BEGIN TRANSACTION 

• Decrease Checking Account $100 

• Increase Savings Account $100 

END TRANSACTION 

Either both steps 

complete successfully, or 

neither step is 

performed. Without 

transaction logging, a 

person could remove 

$100 from a checking 

account and not have it 

successfully placed into a 

savings account, thus 

losing $100. With transaction logging, you will not lose $100 because it will either 

remain in your checking account if the operation fails, or it will be in your savings 

account if the operation succeeds. 
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At a higher level, logging allows you to maintain application data integrity through 

what are known as “source documents.” For example, payroll information may 

originate from a timesheet (either on paper or sent electronically). If the timesheet 

and the paycheck do not match, then there may be a data entry or data import 

error. Experiencing many source document errors may indicate a problem with your 

application or with the way your employees are using it. 

Control reports note incorrect information, incomplete information, and errors 

about application data. It’s important to run these reports for your most critical 

applications to make sure that data is accurate. For example, control reports are 

useful when you’re 

preparing to send out 

paychecks, tax information, 

or utility bills. You can review 

control reports for any 

errors and make corrections 

following the application 

process controls before 

finalizing the paychecks, tax 

information, or utility bills. 

Application logging 

Application logging is an audit trail of activities an individual performs when they 

access a system. Application logging allows you to retrace a user’s steps when they 

use an application. For example, an application log may show information such as: 

• johndoe on 12/28/2019 at 8:49am logged in. 

• johndoe on 12/28/2019 at 8:50am ran report ABC. 

• johndoe on 12/28/2019 at 8:55am printed report ABC. 

• johndoe on 12/28/2019 at 9:00am logged out. 

With application logging, you know who did what and when on your applications. 

Otherwise, you won’t know who made a data or system change. (This is also why 

you should not give out or share passwords. When someone logs into an application 

as you, it will look like you performed the logged actions.) 
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Experienced IT professionals should monitor application logs with the assistance of 

helpdesk tools that automatically generate alerts about suspicious activity. They can 

help you review activity related to:  

• Transactions and processing (such as 

transaction errors logged) 

• General application errors and 

warnings 

• Potential unauthorized use of the 

application (especially when it appears 

that someone is altering data or 

ignoring/tampering with processes) 

• Application performance (such as after 

a power outage or server failure) 

3. Keep the application updated. 

When you don’t keep applications up-to-date, you increase the risk of data integrity 

issues, errors, and anomalies. Software updates often improve performance, add 

and refine features, and improve functionality—including data input, processing, 

and output functionality. Also, cyberattackers have become really good at stealing, 

corrupting, and destroying data through viruses, malware, and ransomware. Many 

of the world’s ransomware attacks could have been prevented by simply keeping 

software up-to-date. It’s ideal to work with an IT helpdesk that engages the software 

vendor about updates and any issues related to keeping the software current. 

4. Set up process controls. 

Process controls, enforced by the 

application, are important to help 

protect data integrity and can help 

prevent an application user from 

altering important data directly. 

Instead, the user must follow a process 

enforced by the application to maintain 

the integrity of your data and audit 

activity. 
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For example, once paychecks go out, an employee shouldn’t be able to change 

payroll data after the fact or delete the record of that payment. If your data can be 

altered outside of application processes, then you need to upgrade or replace your 

system to one that enforces process controls. 

It's important for municipalities to use applications that enforce and log proper 

processes. This is why it is risky for cities and towns to use consumer-grade 

applications or outdated, obsolete applications. The wrong application can offer the 

ability for an end user to access, change, and delete sensitive data or corrupt an 

application. When considering your current or future applications, you need ones 

that enforce appropriate controls and processes that an end user cannot 

circumvent—resulting in errors or attempts to hide activity. 
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Application Security 

Every day, your city relies on applications to perform various jobs. Your employees 

may use basic applications such as a web browser or a word processor to perform 

common tasks. Other people with more specific duties may use specialized 

applications such as accounting software or a records management system. 

No matter what kind of application you use, the security of that application must be 

rock solid to avoid a data incident. Never simply assume an out-of-the-box 

application is secure or that a software vendor has made the right security choices 

for you. While application security is a complex topic, we present five important 

areas that your city must consider with its policies. 

1. Third party access to your applications 

Yes, this even includes what your software application vendors may access. Just 

because they sold you accounting software doesn’t mean that the vendor’s 

employees can look at all your city’s payroll data. Work with your IT staff or vendor 

to oversee user access and authorization—including for third party vendors and 

contractors. 

2. Encrypting data 

Data encryption is very important, and you need 

applications to encrypt the data you manage. Even 

a basic web browser should encrypt web pages 

containing sensitive information. When creating 

documents and reports (such as PDFs), an 

application should allow you to encrypt 

particularly sensitive information so that 

unauthorized users cannot read it. And of course, 

any sophisticated application dealing with 

financial, public safety, or other sensitive and 

confidential data needs encryption. If your system 

version doesn’t support data encryption, upgrade 

or replace it. 
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3. Closing security gaps when applications integrate and interact with each 

other 

A chain is only as strong as its weakest link—and that is true of applications. It 

doesn’t matter if your financial application’s security is airtight. If it’s connected to 

another application within your city or to a third-party application, then security 

holes within those other applications increase the risk of a data incident for your 

application. Make sure your IT staff or vendor assesses where your applications are 

connecting and ensures that your information is treated with the same care when 

it’s exchanged with another party. 

4. Locking down access to application data by unauthorized users 

Whether it’s a citizen getting 

access to an application 

through your website or an 

entry-level employee 

accessing basic information 

to do their job, those people 

should not be able to destroy 

or disrupt applications. For 

example, let’s say an 

employee accesses a part of 

your document management 

system to “view” the 

employee handbook to see 

information about paid time 

off or sick leave. Since they only have “view” rights and privileges, they should not 

be able to delete or make changes to the document such as increasing the city's 

paid time off or sick leave policies. Only the person with “edit” (or greater) rights 

should be allowed to alter the document. And only trained IT professionals and 

software vendors with authorization should be allowed to configure and administer 

your applications. 
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5. Preparing for the worst through a data backup and a disaster recovery plan 

Many of your applications not only store sensitive data but also help run your city 

operations. First, you need a plan to back up your data so that it’s not forever lost. 

You can accomplish that through a data backup plan that includes both onsite data 

backup (for quick time to recovery after an onsite incident) and offsite data backup 

(for disaster recovery). Second, and just as important, is your business continuity. 

Some applications—such as your public safety software or city’s website—may 

serve such a critical role that you need them up and running within minutes or hours 

after an outage. Your application security policy needs to outline the minimum 

length of an outage for each application and a plan for restoring functionality in 

case of a disaster. 

Nowadays, applications often 

form the lifeblood of a city. 

Many operational activities 

and citizen services are 

conducted through 

applications. Because they 

store and share such sensitive 

data, you need to protect 

those applications. 

Strengthen the five areas we 

discussed above and 

document your application 

security policy for your city. 
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Reach out to us 

today with your 

compliance 

concerns. 

IT in a Box helps you adopt best practices and policies that address 

information security risks and assist with audits. By making sure your staff 

is knowledgeable and prepared, we help your city comply with the law and 

lessen your risk of falling victim to the latest external and internal threats. 
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How are you managing this information? Are you in compliance with the law?

• Records eligible for open records and FOIA requests

• Personnel information

• Payment information

• Public safety information

 

 

• Tax information

and secure specific information such as:

Federal, state, and local laws, policies, and ordinances require that you protect 

IT in a Box’s Policy and Compliance

https://www.vc3.com/contact/
https://www.vc3.com/contact/
https://www.vc3.com/contact/
https://www.vc3.com/contact/
https://www.vc3.com/it-in-a-box/policy-and-compliance/

