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We’ve written a great deal about data backup and disaster recovery best practices 

over the years. Yet, stories are often an impactful way to understand the importance 

of a solid data backup and disaster recovery strategy for a city. 

Basically, our recommendations tend to always repeat the same advice. 

• Use onsite data backup to lessen time to recovery for smaller incidents (such 

as a server failure). 

• Use offsite data backup to plan for worst-case scenarios (such as a natural 

disaster or ransomware). 

• Monitor your data backup in real time. 

• Regularly test your data backups. 

While the disaster stories we outline in this guide are fictional, they are based in 

truth by combining scenarios from many, many cities we’ve helped, talked to, and 

heard about during our more than 19 years 

serving municipalities. 

For each story in this guide, we present you a 

scenario. For fun, we will ask you to spot the 

data backup errors and then flip the page to 

see if you’re correct. Each story contains data 

backup lessons that may relate to an incident 

you’ve experienced—or will experience. 

Let’s begin our tour of city disasters. 
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How Permanent Data Loss from a Computer Virus Can Take 

Down Your City 

Imagine that a city employee who works in the finance department opens their 

email in the morning. As they check their email, they see one message that seems 

to come from the city manager. Without thinking, the employee clicks on a file 

attachment assuming it’s an important document related to a meeting that day. 

This employee is not technically savvy, so they are not too alarmed when they see 

something downloading onto their computer. A window pops up that asks the 

employee to accept something. The employee clicks “yes.” 

Within seconds, a chill goes down their spine. Something is wrong. Multiple pop-

up windows appear on the person’s computer screen and a new program seems to 

be running in the background. The employee tells their supervisor, and the 

supervisor places a call to their IT support vendor who says they might be able to 

stop by tomorrow. 

A day passes while the employee manages 

to continue doing work that involves 

accessing software on the city’s financial 

server. But the employee’s computer 

continues to slow to a crawl until they can’t 

use it anymore. The city manager persuades 

their IT support vendor to send someone 

over today instead of tomorrow. 

A junior IT support person arrives and 

pokes around on the employee’s computer. 

“Yep, there’s a problem,” they confirm. 

Figuring it’s a virus, they start 

troubleshooting to try to eliminate the virus. Logging into the financial server to 

make sure it’s working properly, the junior IT support person now gets a chill down 

their spine. 

They cannot access any data on the financial server because it’s also infected with 

the virus. 
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Panic ensues. The junior IT support person calls a senior IT support person. By then, 

it’s too late. Both the server and the employee’s computer had not been patched in 

a while, and so many recent security patches had not been applied. Plus, the city 

runs a free version of some antivirus 

software that’s only updated when the IT 

vendor sends someone on site. 

“Thank goodness there’s a data backup of 

the server,” says the city manager. But when 

the IT support vendor tries to restore the 

financial data from the backup...that backup 

doesn’t work. At all. “But we’ve been backing 

it up manually at least once a week,” says the 

city manager. 

“Have you tested the backup?” asks the 

senior IT support person. 

“No,” says the city manager. Everyone now realizes a nightmare scenario became 

real. The city’s financial data is lost. Permanently. 

Before you turn the page, can you guess what three major errors the city committed? 
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Some variation of this story is all too common for too many cities. The good news? 

Cities can easily prevent a devastating virus attack by addressing some of the errors 

committed in this story. 

Error #1: Lack of business-class antivirus software. 

Notice the reference in the story to free antivirus software? Too many cities try to 

save money by installing a free, consumer-grade version of antivirus software on 

computers. This is a mistake because consumer-grade antivirus software is not 

sophisticated enough to protect city data. That usually leaves critical PCs and servers 

unprotected and computers reliant on employees making the updates. 

Error #2: Reactive IT support not maintaining and monitoring servers and 

computers. 

The IT support people in our story weren’t getting paid to do ongoing, proactive IT 

support. Thus, they only reactively addressed issues when the city called on them 

for an onsite visit. Plus, it appeared that they did not have a process in place for 

regularly updating the antivirus software and testing the city’s data backups. 

Experienced IT professionals need to regularly audit antivirus software to confirm 

that it’s installed on every machine and that virus definitions (which help detect 

known viruses) are up-to-date. 
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Error #3: An employee clicked on an email attachment. 

You might have thought we’d 

mention this error first. Your 

employees are on the front line, 

targeted by thousands of virus 

attacks a week. Everyone is busy, 

and anyone can make a mistake 

by clicking on a malicious email 

attachment or website. That’s why 

you need a strong foundation in 

place—business-class antivirus 

software, regularly tested data 

backups, and proactive IT 

support—to stop as many viruses 

as possible from activating. And even if an employee clicks on something malicious, 

you need to be able to recover from a virus that has been activated. 

Because a virus can still get through strong defenses, employee training is a must. 

Train your city staff about common sources of viruses such as email attachments, 

websites, online software, and games. With training, you can make your employees 

more aware about online threats that are easy to avoid if they know how to spot 

them. 
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A Preventable Server Failure Cripples a City Department 

Imagine a small city with a small public safety department. Budgets are always tight 

and so they have used the same server they purchased back in 2003. Plus, both the 

police chief and the one-person IT vendor who they call on an hourly as-needed 

basis know this server well. They are used to it like the feeling a person gets when 

they sit in their favorite comfy chair. 

However, extended support from the hardware vendor ended years ago. That 

means the operating system no longer gets security patches and bug fixes on a 

regular basis. The as-needed IT person checks the server every now and then for 

issues and makes sure nothing really bad happens to it. 

Unfortunately, that became a harder job as time went on. Even in good times, the 

police officers all complained how their computers (which access the server) are so 

slow. The server froze a lot and the police chief often reset it. When the problems 

got really bad, they called the IT person who would inevitably fiddle around with 

the server until it started working again. The billable hours for this IT person kept 

increasing month by month, but the police chief thought, “It’s probably still cheaper 

than getting a new server.” 

One day, the server just...stopped working. The police chief called the IT person and 

assumed the usual fiddling would get it back up. Well, the IT person fiddled...and 

fiddled...and fiddled. Nothing. The server became as useless as a stone. 

“Not to worry,” said the police chief. “We back up to an external hard drive every 

day. Or at least mostly every day.” The IT person tried to recover the server’s data 

but found that the files were incomplete, and some were corrupted. The backup 

wouldn’t restore. 

As the IT person explained that the data was lost, for good, a sinking feeling entered 

the police chief’s stomach. Now, his job—and the public’s safety—was completely 

at risk. Lost evidence and records, risks to active investigations, how to respond to 

citizen and press requests, and thinking about what would happen if a lawyer calls 

were only a few of the things that came to his mind as he envisioned the horror of 

the next few weeks and months. 

Before you turn the page, can you guess what four major errors the city committed?  
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The police chief’s approach to using and maintaining a server offers up several 

lessons to help you avoid this nightmare. Use this story and the following error 

checklist to see if you’re headed for a disaster related to server failure. 

Error #1: Using hardware over five years old. 

You might skirt by in life using a 2003 car. But your city flirts with significant danger 

by using a 2003 server. In this story, the public safety server is so old that the vendor 

doesn’t even support it anymore. That means it can’t be professionally fixed, 

secured, or updated. It’s not a matter “if” it will break down, but “when.” And “when” 

can be any day if it’s over five years old. Your city needs to budget for and replace 

server hardware every 5 years at most. 

Error #2: Relying on an as-needed, reactive IT support person to barely 

maintain the server. 

Just enough to get by. In this story, that’s the 

attitude the public safety department takes 

toward the server that holds its most 

important data. At home, do you handle an 

ant infestation just enough to get by? “Hey, 

there’s only a dozen ants crawling in my bed 

tonight. That’s good enough.” Of course not. 

Through many methods from cleanliness to 

spraying, you proactively prevent ants from 

entering your home. 

By just band-aiding the server when it acts 

up, the public safety department is always 

barely warding off an inevitable disaster (and racking up unpredictable billable 

hours). Instead, all servers need to be managed, monitored, patched, and later 

upgraded when they reach end-of-life. Proactive IT maintenance will also alert you 

if a server is showing signs of a likelihood to fail in the future—preventing a disaster 

before it happens. 
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Error #3: Ignoring red flags such as slow computers and freezing. 

Why do you use technology in the first 

place? To help you perform your job 

better. If a car can’t get you to work, it’s 

not much use. If a server interferes 

rather than helps with work, then it’s not 

much use. Slow computers, frequent 

memory and storage limits, and an 

inability to use modern applications are 

all signs that your equipment needs 

replacing before it fails. 

 

Error #4: Failing to test data backups. 

In a worst-case scenario, a server fails 

and your data is lost. Data backups can 

have problems and there are many 

reasons why data backups encounter 

possible issues. The city in our story did 

not test their data backups and assumed 

they were working. Even if a city does 

cling to an old server that’s soon to fail, 

they need to back up and test the 

backup on a regular basis to ensure they 

can recover the data in case of a failure. 
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Permanent Data Loss After Tornado Destroys City's "Offsite" 

Backup 

When is offsite data backup not offsite data backup? The following story offers an 

example—and a warning—to cities. 

A city was already backing up its data onsite using an extra server. If the server failed 

at city hall, the other one would take over to restore the city’s data. However, some 

department heads urged the city to also consider an offsite data backup plan in 

case of a major disaster. The city manager researched some options and brought in 

a few IT experts to talk about possible solutions. 

After some outside IT experts reinforced and reiterated the idea of creating both an 

onsite and offsite data backup plan, the city took a shortcut. The city manager didn’t 

like the idea of sending data off to a data center. He viewed it as unnecessarily 

expensive. Plus, he wanted control—to “see” the data when he wished. And so the 

city nixed the idea of offsite data backup located far away from the city. 

As a result, the city worked around these parameters to build an “offsite” data 

backup plan. Working with their local IT vendor, the city set up a backup server in a 

building they owned located just down the block from city hall. The city manager 

argued that this building was separate from the city hall building and, thus, “offsite.” 

If something destroyed city hall, this server would contain all their data. Problem 

solved. 

Or was it? 

One day, a huge EF3 tornado descended upon the city. With winds upward of 150 

miles per hour, the tornado destroyed many buildings in a swath of downtown. As 

the city assessed the damage, they discovered that the tornado destroyed not only 

city hall but also all buildings on that block—including the “offsite” building that 

stored the city’s backed up data. 

With its data permanently lost, the city found itself at a crippling disadvantage at 

the very moment when citizens needed city hall and public safety operating at full 

capacity as soon as possible after the disaster. And even beyond the disaster, the 

city would have to deal with permanent data loss affecting its operations for a long, 

long time. 

Before you turn the page, can you guess what four major errors the city committed? 
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Does this scenario seem unlikely? That’s what all cities, businesses, organizations, 

and people often think...until after the disaster strikes. Let’s look at the errors in our 

story and how your city can avoid them. 

Error #1: The city’s definition of “offsite” is not really offsite. 

Offsite does not mean down the block. It does not even mean two blocks away. True 

offsite data backup means many many miles away. When your data is stored in a 

geographic location far away from your city, it’s likelier to be protected from a 

localized disaster such as a tornado. 

We often recommend that you send offsite data to at 

least two data centers (for example, one on the East 

Coast and one on the West Coast). Then, if a city block 

is destroyed, your data is safe and accessible from 

multiple data centers. Your city can start operating 

within hours of the disaster while you are in the 

process of ordering new servers. 

 

Error #2: An improper risk assessment focused too much on cost instead of the 

cost of a disaster. 

Sure, it might be cheaper to set up another server in a building down the block. It’s 

also cheaper to buy health insurance with high deductibles that doesn’t cover 

serious medical conditions. In each case, the costs are astronomical when a disaster 

hits. Cheaper isn’t better and cost is a poor tool to judge a data backup solution’s 

ability to mitigate risk. 

What’s the cost of losing your data? How will your community be impacted if all city 

records are lost? That’s the cost you should assess. From there, you can make a 

better case for investing in a disaster recovery solution that mitigates risks by storing 

data in a geographical location far from your city. 
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Error #3: A need to “see” the data and keep it close. 

An ability to “see” and be near where your data is 

stored doesn’t mean it’s more secure. A server inside 

your city can lack the most basic security protection 

and be more open to hackers than your offsite data 

backup locked down with the highest security 

standards in a data center far away. Focus on security 

and an ability to recover from a disaster, not proximity 

to your data. 

Error #4: A lack of a disaster recovery plan. 

Clearly, this city did not think through the consequences of a disaster. They didn’t 

think through scenarios such as a tornado that can affect a wide area. Not prepared 

for a probable worst-case scenario, the city found itself completely without its data 

or a plan if it lost its data. Instead, it assumed that a disaster destroying both 

buildings was so unlikely that they didn’t have to worry. 
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City Loses All Critical Information—Electronic and Paper—to a 

Fire 

A small city with two servers also stored many paper documents containing critical 

information. The city backed up its servers with tape-based data backup which a 

city employee would take home every week or so to store “offsite” at their house. 

Many of the paper documents were not replicated electronically, and so these paper 

documents were the only versions in existence. 

One night, a fire destroyed 

nearly all the building before 

firefighters arrived at the 

blaze. Fire alarms went off but 

no fire suppression occurred 

until the fire department 

showed up. 

Assessing the damage the 

next morning, the city 

discovered that its paper 

documents and servers were 

completely destroyed. With 

the paper a total loss, the city decided to recover the server data from the tape 

backups. However, after a two-day attempt at trying to restore the data, the city 

could only retrieve about 10 percent of it. Many of the tape backups hadn’t been 

tested and the city didn’t realize that the backups weren’t running properly for a 

long time. 

As a result, operations ground to a halt and the city found itself in dire trouble. They 

lost their accounting and billing systems along with many public records and 

documents. So many critical operational records were lost related to accounting, 

taxpayers, businesses, and the cemetery. The public outcry had only yet to begin 

after the admission of data lost—and why the city had not properly backed that 

data up. 

Before you turn the page, can you guess what four major errors the city committed? 
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A fire can happen to any city at any time. Is your city prepared? For such a common 

disaster risk, we find that many cities do not have disaster recovery plans that 

account for a simple yet deadly fire. 

Let’s look at the errors in the story above. 

 

Error #1: Using paper as the only copy of important documents. 

In today’s electronic information age, relying only on 

paper for important documents is way too risky. A 

simple fire can wipe out paper in a matter of minutes. 

Paper also fails in a flood, tornado, or other natural 

disaster. Any paper-based documents that are critical 

to your city need to be scanned electronically and 

backed up offsite to ensure they are not lost. 

Error #2: Poor offsite data backup plan in place. 

Relying on a city employee to take tapes offsite every week to their house is not a 

sure-fire plan. First, these tapes were not tested on a regular basis. When the city 

actually needed to restore data, most of the tapes failed. Second, too many security 

and liability risks exist when a city relies on an employee to manually collect backup 

tapes and store them in a private home. What happens if the employee is negligent 

or disgruntled? What if they forget one week to take the backups home? 

Error #3: Lack of appropriate fire suppression for a server room. 

Any room that stores servers needs best-of-breed fire suppression. Fire alarms alone 

are inadequate. Most data centers feature fire suppression technology that helps 

eliminate or reduce the severity of a fire. If your city decides to host its own servers, 

then you need to explore fire suppression options beyond an alarm.  
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Error #4: Lack of an overall disaster recovery plan. 

The city clearly did not think through the consequences of a disaster. Otherwise, it 

would have identified critical information—such as its paper documents—and 

planned for a worst-case scenario such as a fire. This plan would include: 

• Identifying which data is most critical 

and cannot be lost. 

• Estimating the maximum amount of 

acceptable downtime before restoring 

city operations. 

• Detailing how the city will get up and 

running after a disaster. 

• Outlining contingency plans while the 

data is being restored. 

• Ensuring that any data backups are 

tested regularly. 
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Here Comes the Flood: How a City Permanently Lost Its Data 

On the surface, a coastal city did some correct things to back up its data. The city 

had a few servers in a physically secure basement room that were well-maintained 

by IT staff. One of the servers backed up important data. In case a server failed, the 

backup server would run until the city could replace the original server. 

A long time had passed since the city last experienced a hurricane. When a hurricane 

finally seemed eminent, the city was ordered to evacuate until the massive storm 

passed. The city manager and IT staff didn’t think much about the servers other than 

placing them upon concrete blocks in case of flooding. As long as the city 

implemented its emergency action plan and evacuated everyone safely, the city 

manager assumed its information technology would remain safe. 

After the hurricane passed, city staff returned to find that no massive devastation 

occurred but they did experience heavy flooding. The IT staff had placed the servers 

upon concrete blocks as a precautionary measure, but they learned an incredibly 

hard lesson in hindsight. 

Located in a basement room, the servers sat 

below sea level. Although the rest of city hall 

experienced moderate flood damage in 

places, the basement had filled up to 

dangerously high levels. All the servers—

including the backup server—were rendered 

unusable by the flooding. 

With a sinking feeling, the city manager 

realized all critical data—including financial, 

public safety, document management, email, 

and website data—was gone. The only 

backup server got destroyed along with the others.  

Now, the mayor, city council, the media, and public would be asking questions. 

Before you turn the page, can you guess what three major errors the city committed? 
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Sure, the city manager and IT staff made a bad decision to place servers in a 

basement room below sea level. But their errors go deeper than this poor choice of 

physical location for the servers. 

Let’s look at the errors in the story above. 

Error #1: Locating servers in a flood-prone area of your building. 

Getting the most obvious error out of the way, it’s clear that the servers needed to 

reside on an upper floor. In addition, the server room needed to be in a room that 

mitigates flood risks through preventative measures such as water leak sensors or 

eliminating areas where water can enter. 

Error #2: Lack of offsite data backup. 

While locating the servers on a higher floor may 

have prevented this immediate flooding disaster, 

it’s still not a full disaster recovery plan. Anything 

can happen to your technology onsite. To 

guarantee full recovery of your data after a disaster, 

you need an offsite data backup component to 

your emergency plan. 

We recommend storing your data offsite in 

geographically dispersed locations (such as in data 

centers both on the East and West coasts). Then, 

even if the worst disaster wipes out your buildings, you will be able to recover and 

access your data. 
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Error #3: Lack of technology planning. 

The lack of offsite data backup also signifies a larger issue—a lack of planning. The 

city had developed an emergency plan and used it in the case of the hurricane. But 

when was the plan developed? When was it last updated? Did it include technology-

related scenarios? What was the plan to protect data in case of a disaster? 

First, the city needed to 

update its emergency 

plan and include 

technology. That would 

have addressed 

technology-related gaps 

in the city’s data backup, 

disaster recovery, and 

business continuity plans. 

Second, the city needed 

regular technology 

planning meetings (at 

least annually) and 

ongoing monitoring to ensure that data backups were tested and working. This 

regular monitoring and planning would help the city adapt to changes (such as new 

technology, more staff, building changes, etc.) and ensure that the risk of data loss 

is minimal. 
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Untested Data Backup Is No Backup at All 

A city had operated for a long time with tape backup and decided to upgrade. City 

administrators heard from their IT staff that they needed something more reliable 

than a manual solution reliant upon busy people who both conduct the backup and 

store it offsite. 

Spending a lot of money on a modern complex data backup solution, the city was 

assured by its IT staff that this automated beast would solve all their problems. 

Indeed, the data backup worked automatically. To city council and the public, the 

city administrator proudly said they had ticked data backup off their list. Problem 

solved! 

One day, a fire tragically tore through most of city hall. The building ruined, city staff 

needed to relocate to a temporary building until a new city hall was built. But thank 

goodness—despite all the servers destroyed—the city could retrieve its data. 

Or not. When IT staff attempted to restore the city’s data through its backup, most 

of the major databases, applications, and data would not restore. A few chunks of 

data—like some people’s individual documents—were okay. But the city’s most 

important information was not there. 

And so...an expensive backup solution became nearly worthless. Why? Upon further 

investigation, the city administrator was told that nobody ever tested the data 

backup. “But...it was an expensive solution,” the city administrator said. “And my IT 

staff said that it was automated. The data backup solution’s reporting even said it 

worked.” 

Well...it didn’t. And that’s all that mattered when the city administrator had to now 

explain why this expensive investment failed them after a disaster—and failed to do 

the exact thing it was supposed to do. 

Before you turn the page, can you guess what three major errors the city committed? 
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One aspect of data backup and disaster 

recovery—testing—is nearly as crucial as 

simply having data backup at all. No matter 

what kind of data backup you use, you need 

to test it. Otherwise, you don’t know that it’s 

working. 

Let’s look more closely at the errors in our 

city scenario above.  

Error #1: Assuming the data backup 

works. 

A data backup solution will often look like 

it’s doing its job. From manual solutions like tape to more sophisticated automated 

data backup servers, the data backup application will often indicate that the process 

is a success or failure. But no matter what the application tells you, you don’t know 

that it works until you test it. 

Error #2: Not testing all the backed up data. 

Calling up a few files such as PDFs from the data backup storage is not testing. 

When a disaster hits, you will need to be fully operational with your databases, 

software applications, website, email, and documents. For example, will your 

accounting system work from a backup copy? When you test, test everything. 

Simulate what would happen if an actual disaster hit. 

Error #3: Develop a plan and document it. 

Testing needs to be part of your overall disaster recovery and business continuity 

plan. The act of testing not only guarantees you will access the data but also allows 

you to practice how data recovery will work. Who does what? How fast will the data 

be restored? (Yes, you need to also consider time to recovery.) In what order? Where 

will you access the recovered data? 

You want to run into issues during testing and deal with them in a simulation—

rather than after a real disaster. 
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IT in a Box helps prevent data loss by providing your city onsite data backup for 

quick recovery after events like a server failure, unlimited offsite data backup 

storage for worst-case scenario recovery after a major incident like a natural 

disaster or ransomware, real-time monitoring to quickly address data backup issues, 

and quarterly testing to verify your disaster recovery. 

Is a disaster waiting to 

happen at your city? 
Reach out to us today. 
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